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An Image Watermarking Method for Camera Imaging Style Protection

Si Ruotong, Tang Yichao, Zhang Xinpeng, Li Sheng, Qian Zhenxing
College of Computer Science and Artificial Intelligence, Fudan University, Shanghai 200082 ,China

Abstract: Objective The imaging style of a digital camera, determined by its proprietary image signal processing (ISP)
pipeline, constitutes a core intellectual property and a critical brand asset for manufacturers. It encompasses distinct visual
characteristics including color tendency, tone and atmosphere, spatial sharpness and detail, and noise reduction, which
together form brand-identifiable aesthetics, as exemplified by Canon’s Picture Style system and Nikon's Vivid mode. How-
ever, the widespread availability of open-source deep ISP models and large-scale paired RAW-RGB datasets has made sur-
rogate model attacks a severe threat. In such attacks, an adversary can train a data-driven deep ISP network on paired
RAW-RGB datasets, where RAW images are collected by the adversary’s device and RGB images are captured by the tar-

get camera, to mimic its proprietary imaging style with high fidelity, and can even launch black-box theft without revealing
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the model’ s structure or parameters. Existing digital watermarking methods are predominantly designed to resist conven-
tional signal processing attacks or physical channel attacks, and they prove inadequate against surrogate model attacks.
These attacks involve a highly nonlinear, data-driven transformation that can inadvertently destroy embedded watermarks
during the style learning process, which is fundamentally distinct from traditional attack paradigms. To solve this problem;,
this paper proposes StyleSign, a robust watermarking framework specifically designed to protect camera imaging styles
against surrogate model attacks. The framework embeds an invisible watermark into every output RGB image of the pro-
tected ISP pipeline, thereby ensuring that the watermark information survives the nonlinear transformations of surrogate
attacks and remains reliably extractable from the attacker’s generated outputs, providing verifiable evidence of style theft.
Method StyleSign adopts an end-to-end trainable architecture that jointly optimizes three core modules: a multi-scale
watermark encoder, an internal surrogate module, and a decoder. Specifically, the multi-scale watermark encoder is
embedded into the protected ISP pipeline to imperceptibly embed a binary watermark into the final RGB image. To enhance
robustness against subsequent nonlinear transformations, the encoder employs a squeeze-and-excitation-based discrete
wavelet transform (SEDWT) module as its core unit. This module decomposes the fused image and watermark features into
multiple frequency sub-bands and applies channel attention module to emphasize style-relevant components, allowing the
watermark to be embedded into style-relevant features rather than relying on the semantic content of the image. The key
innovation of this framework is the internal surrogate module, which is designed to simulate the behavior of an attacker’s
surrogate ISP model during training. This module takes the same RAW image as the ISP pipeline as input and learns to
reconstruct the watermarked RGB image, effectively mimicking the style transfer process of surrogate attack while preserv-
ing the embedded watermark. Architecturally, it adopts a dual-branch design. The demosaicing branch leverages a global
guided color mapping (GGCM) network to accurately capture and model the global color and tone characteristics of the tar-
get imaging style. Meanwhile, the RAW branch utilizes U-Net structure in which standard pooling operations are replaced
with discrete wavelet transforms to retain high-frequency watermark details during downsampling and reconstruction, and
an efficient channel attention module is integrated into the skip connections to further enhance watermark-related features.
The final output is the pixel-wise average of the two branches’ results. Finally, the decoder is jointly optimized on two
inputs: the directly watermarked image from the encoder and the mimic image generated by the internal surrogate module.
Result Experimental results on the Zurich RAW to RGB dataset demonstrate the effectiveness of StyleSign. In terms of
fidelity, the embedded watermark introduces negligible visual distortion, with watermarked images attaining a peak signal-
to-noise ratio (PSNR) of 37.26 dB, a structural similarity index measure (SSIM) of 0.9893, and a learned perceptual
image patch similarity (LPIPS) of 0. 0425, all close to the original image quality and outperforming the compared water-
marking schemes. In terms of robustness, StyleSign demonstrates strong performance under both conventional image pro-
cessing attacks and surrogate model attacks. For conventional attacks including color jitter, Gaussian noise, Gaussian
blur, JPEG compression, and resizing, the watermark extraction bit error rate (BER) ranges from 0. 63% to 0. 83%, show-
ing robustness against these distortions. More importantly, under four representative surrogate model attacks with different
architectures, namely RAW-to-sRGB, AWNet, MW-ISPNet, and Airia CG, StyleSign achieves BER values as low as
1.07%, 1.19%, 0.99%, and 0. 49%, respectively, outperforming the compared watermarking schemes. Ablation studies
further verify that the internal surrogate module is indispensable for ensuring robustness against surrogate model attacks,
while the discriminator effectively ensures the visual quality of the watermarked images. Conclusion The proposed Style-
Sign framework effectively solves the problem that it is difficult for existing watermarking methods to resist surrogate model
attacks for camera imaging style theft. Through the joint optimization of the multi-scale watermark encoder, the dual-
branch internal surrogate module, and the decoder, StyleSign maintains excellent watermark robustness and reliable
extractability across various surrogate model attack scenarios, while having a minor impact on image quality. This work pro-
vides an effective and generalizable technical solution for protecting the intellectual property of camera imaging styles, and
also offers a new research idea for the core intellectual property protection of camera manufacturers.
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Fig. 1 Framework for watermarking-based copyright protection
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Fig. 5 Visual quality of the watermarked images using different watermarking schemes
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Table 1 Visual evaluation of watermarked images using

different watermarking schemes

IKENTT % PSNR SSIM LPIPS
HiDDeN 34.87 0.9671 0.0819
DWSF 37.03 0.9743 0.0667
RAIMARK 33.71 0.9123 0.0610
WRAP 36.65 0.9587 0.0694
Stegastamp 28.68 0.8939 0.0735
StyleSign 37.26 0.9893 0.0425
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Table 2 BER of different watermarking schemes under

conventional attacks
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0. 99% (MWNet) M 0. 49% (Airia CG) . X F #1525
FLAT =L
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Table 3 BER of different watermarking schemes under

surrogate attacks

ACHE ISP AR Y

VINEIDIES
RTS AWNet  MWNet  Airia CG
HiDDeN 24.01 20.08 24.07 44.15
HiDDeN* 1.74 6:99 1.98 4.76
DWSF 44.61 49.99 50.10 50.28
DWSF* 6.53 2.33 437 2.87
RAIMARK 45.23 44.31 44.85 46.64
RAIMARK* 371 2.66 3.11 1.82
WRAP 50.02 50.30 49.84 50.05
WRAP* 1.63 1.48 1.75 1.38
Stegastamp 10.46 12.09 36.19 49.99
Stegastamp* 9.22 10.54 3.35 6.48
StyleSign 1.07 1.19 0.99 0.49
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Table 4 Ablation studies on the internal surrogate module

e Airi
T A T RTS  AWNet MWNet g(l;a
StyleSign 107  1.19 099 049
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Table 5 Ablation studies on the discriminator

IKENTT % PSNR SSIM LPIPS
StyleSign 37.26 0.9893 0.0425
wilo FI 54 20.32 0.8588 0.2280
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Fig. 6 Visual quality of the watermarked images in ablation

StyleSign (A& # 5188)

studies on the discriminator
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